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Education and debate

Human error: models and management

James Reason

The human error problem can be viewed in two ways:
the person approach and the sysiem approach. Fach
has its madel of error causation and each modcl gives
rise lo quite different philosophics of crror manage-
menl. Understanding these differences bas importat
practical inplications for coping with the ever present
visk of mishiaps in clinical practice.

Person approach

The longstanding and widespread wadition of the per-
son approach focuses on the unsafe acts—errors and
procedural viokadons—of people at the sharp end:
nurses. physicians, surgeons, anacsthetists, pharma-
cists, and the Tike. It views these unsale acls as arising
primarily [rom aberrant mentad processes such as for-
getfulness, inatention, poor motivation, carclessness,
negligence, and recklessness. Nawrally enough, the
associaled countermeasures are divected mainly a
reducing wnwanted variability in human behaviour.
These methods include poster campaigns that appeal
o people’s sense of fear. writing another procedure {or
adding to existing ones), disciplinary measures, threat
()[‘lilig;ili(m. retraining, naming, blaming. and shaning.
Followers of this approach tend 1o reat errors as moral
issues, assuming that bad things happen 10 bad
people—what psychologists have called the just world
hypothesis!

System approach

The basic premise in the
Jrumans are {allible and errors
i the  best
consequences rather than causes, having their oviging
not so much in the perversity of Inoman nature as in
“upstream” systemic factors. These include recurrent
errer waps in the workplace and the organisational
processes that give rise 10 them. Countermeasures are
based on the assumption that though we canmot
change the human condition, we can change the con-
ditions under which hwmans work. A centrat idea is
that of system defences. All hazardous technologies
possess he and safeguards. When an adverse
event occins, the important issue is not who hiundered,
but how and why the defences failed.

steny approach is that
are 10 be expected, even
organisations,  Errors  are  seen as

Evaluating the person approach

The person appreach remains the dominant tradition
in medicine, as clsewhere. From some perspectives it

Summary points

Fwo approaches wo the problem of human
fallibility exist: the person and the sysiem
approaches

The person approach focuses on the errors of
individuals, blaming them lor forgetfulaess,
inatention, or moral weakness

‘Fhe system approach concentrates on the :
conditions under which individuals work and wies |
1o build defences to avert errors or mitigaie their
elfeats

Higld reliability organisations—which have Jess
than thedr fair shave of acddenis—recognise that
human variability is 2 foree 10 harness in averting
crrors, but they work hard (0 focus that variabiity
and are constantly preoccupied with the
possibility of {ailure ;

has much to commend it. Blaming individoais is emo-
donally more satsfving than rgeung institutions.
Peopie are viewed as free agents capable of choosing
between safe and unsafe modes of behaviour, 15 serme-
thing goes wrong, it seems obvious that an individual
for group of individuals) must have been responsible.
Secking as far as possible to uncouple a porson’s
msale acis from any institutionat responsibility is
ceatly in the mieresis of managers Tt s also legally
more conventent, at east i Britain,

Nevertheless, the person approach has serious
shortcomings and is 3l suited o the medical domain.
Indeed, cominued adherence w this approach is ikely 1o
thwart the developinent of saler healthcare istiutions,

Although some unsale acts i any sphere are egro-
giogs, the vast majority are nobl. In aviaton
maintenance--a hands-on activity similar 1o medical
pracuice in many respects-—some 90% of quality lipses
judged as blameless.” Filective risk managenment
depends cruciadly on establishing a reporung culure.”
Without a detadled analysis ol mishaps, incidents, near
ntisses, and “ree lessons” we have no way of uncover-
ing recurrent error waps or of knowing where the
“edge™ is unidl we Gait over it The complete absence of
such a reporting culture within the Sovier Union con-
mributed aracially to the Chernobyl disaster.! Trust is a
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Losses

The Swiss cheese model of how defences, barriers, and saleguards
may be panetrated by an accident trajectory
key element of a reporing culture and this, in wm,
requires the existence of a just culiure—-one possessing
a collective understanding of where the line should be
drawn between bluncless and blameworthy actions®
Engincering a just culwire is an essential carly step in
creating a sale culiure

Another serious weakness of the person approach
i that by focusing on the individual origing of error it
isolates unsale acts rom their system context. As a
resuly, two important fealures of human error tend w
be overlooked. Firsdy, it is often the best people who
make the worst mistakes—error is notthe monopoly of
an unforiunaie few. Secondly, far from being random,
mishaps tend to fall inlo recurrent. patterns. The same
set of circumstances can provoke  similar crrors,
regardless o the people involved. The pursuit of
greater salety is seriously impeded by an approach (hal
docs not seck oul and remove the arror provoking
propertics within the system at large.

The Swiss cheese model of system
accidents

Defences, barriers, and safeguards ocoupy & key
position in the system approach, High echnology sys-
tems have many defensive favers: some are engincered
talarms, phvsical barriers, automatic shutdowns, etc),
nthers rely on people (surgeons, anacstheusts, pilos,
cortrol room operators, ¢ic), and yei others depend on
procedures and administrative controls. Pheir lunction
i5 to protect potental vicdms and assets from local
hazards. Mostly they do this very ellectively, but there
are always weaknesses.

In an ideal workl cach delensive layer would be
inzgact. In reality, however, they are more like slices of
Swiss cheese, having imany holes—though undike i the
cheese, these holes are continually opening, shutting,
and shifting their location. The presence of holes in
any one “slice” does notnormally cause a bad oucome,
Usgally, this can happen only when the holes in many
layers momendvily line up to permit a trajectory ol
accident opportunity-bringing hazards into danag-
ing contact with victis {igare

The holes i the defences avise for two reasons:
active [ailures and fuent condiions, Nearly all adverse
events involve a combination ol these tvo sets of factors,

Active faitwres are the ansale acts committed by
people who are in direct contact with the patient or
system, They take a variery of forms: slips, lapses, fum-
bles. mistakes, and procedural vielations”  Active
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failures have a direct and usuatly shortived impace on
the integrity of the defences. A Chernolwyl, for
exampie, the operators wrongly violated plant proce-
dures and switched ofl successive safety systems, thus
creating the immediate rigger for the casirophic
explosion in the core. Followers of the person
approach ofien look no further for the causes of an
adverse event once they iave identified these proximal
unsale acts. Bui, as o ssed below, virwally all such
acts have a causal history that extends back in ume and
up through the levels ol e system.

Latent conelitions are the inevirable “resident paiho-
gens™ within the systemn. They arise fom decisions
made by designers, builders, procedure writers, and wop
level management. Such decisions may be mistaken,
but they need not be, Al such strategic decisions have
the potential for inroducing pathegens huo the
systens. Latent conditions have two kinds of adverse
eflece: they can wanslate inio error  provoking
conditions within the local workplace (for example,
time pressure, undersiafling, inadequaie equipment,
fatigue, and  inexperience) and they can create
longlasting holes or weaknesses in the  defences
{untrustworthy alarms and indicators, unwarkable pro-
cedures, design and construction deliciencies, eto).
Latent conditions—as the lerm suggests—may  lic
dormznt within the system for many years before they
combine with active [ailures and local triggers 1o create
an accident opportunity. Unlike active [ailares, whose
specific forms are often hard o foresce, latent
conditions can be idendificd and remedied before an
adverse event ocours. Understanding this feads 10
proactive rather than reactive visk manasgement.

We cannot change the human condition,
but we can change the conditions under
which humnans work

To use another analogy: active faillures are like
mnscuitoes. They ean be swated one by one, but they
still keepr corning, The best remedies are to create more
effective delences und o drain the swamps i which
they breed. The swamps, in this case, are the ever
present latent conditions,

Error management

Over the past decade researchers inte human laclors
have been increasingly concerned with developing the
touls for managing unsafe acts. Error managenenn Tas
two compenents: limiling the incidence of dangerous
errors and--since this will never be wholly effective—
creating systemss that are better able w 1olerate the
occurrence ol errovs and contain their damaging
clects. Whereas followers ol the person approach
direct most of their management resources at aying o

make individuals jess fallible or wayward, adherents of

the system approach suive for a comprehensive
management programme ammed at several dillerent
targets: the person, the leam, the task, the workplace,
and the instinnion as a whaole

High reliability: organisations—systems operating
in hazardous conditions that have fewer than their fair
share of adverse ovents--olfer important models for
what coustitules a resilicnt SYSTCIm. Such a sysieim has
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High reliability organisations

LE A

an, three types of high retiabifity organisations have been investigated:
LS Navy nuclear aircraft carviers, nuclear power plants, and air traffic
control centres. The challenges lacing these organisations are twofold:
« Managing complex. demanding technologics so as to avoid major failures
that could cripple or even destroy the organisation concerned
« Mamining the capacity for meeting periods of very high peak demand,
whenever these ocour

‘The erganisations studicd ™ hud these defining charcteristics:

* They w
interactive

¢ complex, iternally dyvnumic, and. intennitiently, ntensely
¢ They performed exacting tasks under consiclerable time pressure

¢ ''hey had cardied out these demanding activities with low incident rates
and an almost complete absence of catastophic fathures over several yvears,

Although. on the face of it, these organisations are far removed fromn the
medical domain, they share important characteristics with healihcare
institutions. Flie lessons to be learnt from these organdsations are dearly
relevant for those who manage and operate healtheare institudons.

intrinsic “safety health™ it i sble w0 withstand s
operational dangers and yeu still achieve its objecives.

Some paradoxes of high reliability

Just as medicine undersiands more about disease than
health, so the salety sciences know more about what
causes adverse evenls than abowt how they can best be
avoided. Over the past 15 years or so. a group of sodal
scieniists based mainly al Berkeley and the University
ol Michigan has sought o redress this mbalance by
studying safery suceesses in organisations rather than
their infrequent but mare conspicueous failures”
These suc staries waolved nuclear aivaralt carriers,
air taffic conrol systems, and nuclear power plants
(hox). Although such high reliability organisations may
scem remoie lvom dinical practice, some ol their
defining culirat characteristics could be imported imo
the medical demain.

Most managers o waditdonal svstems  awibuie
hurmzn: unreliability to unwanted vaviabiliy and surive to
eliminate itas [ar as possible. In high reliability organisa-
tiems, on the other hand, i is recognised thar human
variabilily i the shape of compensations and adapla-
tions 1o changing cvenis represents one of the system’s
most important saleguards. Reliability s "2 dynamic
non-event” ILis dynamic because saley is preserved by
tmely human adjustiments: it is @ non-event because
successful oulcomes rarely call atteiion 1o themsehes.

High reliability  organisations  cen veconligure
themselves w suit Jocal circumstances. In their routine
maodle, they are conwolied in the  conventional
hierarchical manner. But in high wemnpo or emergency
situations, control shifls 1o the experts on the spot-—-as
it often does in the medical domain. Flie organisation
reverls seumlessly 1o the routine control snode once
the arisis has passed. Pavadosically, this lexibility arises
in part from a militry radition—even civilian high
reliability organisations have a Jarge proportion of
ex-military stadl. Mifilary organisations tend to define
their goals in an unambiguous way and, for these
bursts of semiautonomeus activity w be suceessful, itis
essential that all the participants clearly undersiand
and share these aspiraiions. Although high reliability
organisations  expect. and encourage variability of
humnan action, they alse work very hard o maintain a
consistent niindset of intelligent watiness”

Blaming individuals is emotionally
maore salisfying than targeting
instiluiions.

Perhaps the most important distinguishing feature
of high reliahility organisations is their collective
preoceupation with the possibility of faflure. They
expect to make errors and wain their workforce 1o rec-
ognise and recover them. They continually rehearse
lamiliar scenarios of failure and sirive hard o inagine
novel ones. Instead of isolating failures, they generalise
them. Instead of making local vepairs, they look Tor sys-
tem refonms.

Conclusions

High refiability organisations arc the prime examples
ol the systet approach. They anicipate the worst and
equip themselves 1o deal with & at all levels of the
organisation. B is hard, even unnatural, for individuals
o remain chronically uneasy. so their organisational
cullure takes on a profound significance. Individuals
nray forget to be afraid. but dwe culae of a high
relishility organisation provides them with botlh the
remindesrs and the wols 1o help them remember. For
these organisations. the pursuit ol safety is not so much
about preventing isolated lajlures. elther hwnan or
technical, as about making the svstem as yobust as is
practicable in the face ol itls human and operational
hasards. High reliabilisy organisadons are not immune
e adverse evems, but they have learnt the knack of
converting these occastonal sethacks into enhanced
resilience of the system.
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