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ACRONYMS AND ABBREVIATIONS

Al Artificial Intelligence

CAS Collision Avoidance Systems

CE Conformité Européene

CISPR Comité International Spécial des Perturbations Radioélectriques (CISPR; English:
International Special Committee on Radio Interference)

CPS Collision Prevention Systems

DMRE Department of Mineral Resources and Energy

DSRC Dedicated Short-Range Communications

EIRP Effective Isotropic Radiated Power

EMESRT Earth Moving Equipment Safety Round Table

EMI Electromagnetic Interference

GPS Global Positioning System

GSM Global System for Mobile Communication

ICASA Independent Communications Authority of South Africa

ICNIRP International Commission of Non-lonizing Radiation Protection

IEEE Institute of Electrical and Electronics Engineers

ISM Industrial, Scientific, Medical

ITU International Telecommunications Union

PDS Proximity Detection Systems

RBE Rail Bound Equipment

RF Radio Frequency

RFI Radio Frequency Interference

RFID Radio Frequency Identification

SAMI South African Mining Industry

SANS South African National Standard

TMM Trackless Mobile Machines

UHF Ultra-High Frequency

V2X Vehicle-to-Anything

VLF Very Low Frequency
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1. DEFINITIONS
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A CE Mark (( E) on a product is a manufacturer's declaration that the product complies with the essential
requirements/ performance levels, measured according to Harmonised standards, of the relevant European
health, safety and environmental protection legislation and may be legally placed on the market in the European
Economic Area.

CE Certificate
A written statement using a “standardized” template declaration drawn up by the manufacturer to demonstrate the

fulfilment of the EU requirements relating to a product bearing the CE mark.

CISPR

The Comité International Spécial des Perturbations Radioélectriques (CISPR; English: International Special
Committee on Radio Interference) was founded in 1934 to set standards for controlling electromagnetic
interference in electrical and electronic devices and is a part of the International Electrotechnical
Commission (IEC).

EMC

Electromagnetic Compatibility (EMC) is the ability of electrical equipment and systems to function acceptably in
their electromagnetic environment, by limiting the unintentional generation, propagation and reception of
electromagnetic energy which may cause unwanted effects such as electromagnetic interference (EMI) or even
physical damage in operational equipment. The goal of EMC is the correct operation of different equipment in a
common electromagnetic environment.

EMI

Electromagnetic interference (EMI). The disruption of the normal operation of an electronic device or system
caused by electromagnetic radiation or signals from other electronic devices.

EIRP

Effective Isotropic Radiated Power (EIRP) refers to power transmitted by a device, including system gains and
losses.

Frequency Register

A document or list that organizes a set of intentional transmitters, with their respective characteristics, in-use at a
specific work environment. The register is used to keep track of current and new electrical/electronic equipment
and aids in the risk assessment process.

Intentional Transmitter

Any device that is designed to produce radio waves.

SANS

South African National Standards
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Spectrum Licensed Equipment

A spectrum license issued by ICASA relates to the right to use a portion of the radio frequency spectrum subject
to conditions. 2-way radios are examples.

Transceiver

A device that combines both a transmitter and a receiver into a single unit (such as two-way radios, for example).

Type Approved Equipment

Type approval is granted to a product incorporating a radio frequency transmitter and/or receiver that meets a
minimum set of regulatory technical and safety requirements and operates in a frequency band reserved for
Industrial, Scientific and Medical (ISM) equipment. Type approval by ICASA is required before a product is allowed
to be sold or used in South Africa. No spectrum license is required for WiFi, Bluetooth, Zigbee, Short Range
Devices, GSM etc.

Unintentional Radiator/Emitter
A device that creates radio frequencies as a byproduct that is unintentionally radiated from the device.

Permit

A permit is a document that allows a new electric/electronic device to be used on site on a temporary basis. For
a device to receive a permit it must comply to all the regulations stipulated by ICASA as well as a site-specific
Frequency Register.

CoC — Certificate of Compliance

A CoC permits a new electric/electronic device to be used on site on a permanent basis. A CoC can be issued
only after a permit has been issued and the device does not cause unwanted interference to existing systems
(confirmed with site acceptance testing).
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2. BACKGROUND

Trackless Mobile Machinery (TMM) and rail bound equipment (RBE) used in mining operations, require the
implementation of technologies that are used to prevent collisions to increase mine operation safety. When
different technologies are installed on a particular site, a method of frequency management is recommended to
minimise inter-system interference.

The aim of this document is to provide a framework that can be used by SAMI to draft site-specific Frequency
Spectrum Management Plans to manage the use and installation of different technologies (including CPS), as
well as different intentional RF transceivers on site.

This document will include the following key points:

e Common CPS sensor operating frequencies of technologies used in South Africa, including devices
sourced internationally.

e Consideration of vehicle-to-anything (V2X) standards and the operating frequencies used in other regions
for V2X.

e Human risk

e Consideration of how the current regulations contained in the Gap Analysis Document can be amended
to enable V2X standards and components to comply with the frequency bands permitted in South Africa
and the timelines that would be required for such amendments.

e A framework to develop new technologies at new frequencies.

e ICASA Type Approval or Spectrum License application process.

3. PURPOSE

The main purpose of this document is to:

e Propose a format (that can be used across the mining industry) for the drafting of a register of radio
frequencies in use at each mining site (intentional transmitters).

e Provide a risk assessment methodology to identify and limit harmful interference.

¢ Comment on regulatory compliance for all intentional transmitters.

e Provide a guideline on how to apply for a Spectrum License or Type Approval from ICASA.

4. AN INTRODUCTION TO FREQUENCY REGISTERS

4.1 WHAT IS A FREQUENCY REGISTER AND WHY IS IT IMPORTANT?

A frequency register is a document that contains information regarding all the new and existing equipment, that
are intentional transmitters/transceivers (only the transmitter part of the transceiver) and is intended to be used at
an active mining site, above or below ground. A frequency register intends to regulate the use of intentional
transmitters on site to decrease the amount of possible inter-system Radio Frequency (RF) interference scenarios.
The register is also useful for frequency planning before purchasing equipment to be used on site.

The required information to conduct a risk assessment on a specific transmitter will be captured in the register.
The frequency register and risk assessment will be used by the radio frequency representative appointed by each
mine to issue a permit or CoC.

* Radio Frequency (RF) is a term used to describe a variety of radio waves.

4.2 WHO IS RESPONSIBLE FOR THE CREATION AND UPDATING OF THE FREQUENCY REGISTER?

Each mining organisation needs to appoint a responsible person to create and continuously update the frequency
register. It is recommended that such a person be technically knowledgeable and able to understand concepts
surrounding radio frequencies produced by electrical and electronic equipment.
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4.3 UNINTENTIONAL EMITTERS

Unintentional emitters (electrical/electronic equipment that does not intentionally transmit a signal) are regulated
by SABS using CISPR Standards. These standards are used for electrical/electronic equipment that is not
classified as intentional transmitters. The CISPR standards specify certain levels of emissions as well as immunity
that electrical/electronic equipment must adhere to or be able to withstand.

To mitigate the risk of unintentional RF emitters within a mining environment, all electrical/electronic equipment
not classified as intentional transmitters used on site, must comply to the relevant CISPR standards.

4.4 DRAFTING A FREQUENCY REGISTER

To generate and update a list of current intentional transmitters that is used on site, the following information must
be included in the list, as a minimum:

e System Name

e System Function

e Operating Frequency (Band) — ICASA Certificate

e Maximum EIRP — ICASA Certificate

e Location of use

e Interval of intended use i.e., Daily, Weekly, Monthly, Once-off.

e Risk Assessed

A proposed template for the creation of a frequency register will be made available in a separate Microsoft Excel
worksheet (Proposed Template of a Frequency Register).

The information in the register can then be compared to the following documents:

e Table 1 of this document

e The National Radio Frequency Plan (available at: https://www.icasa.org.za/legislation-and-
regulations/radio-frequency-spectrum-plans)

e The National Radio Frequency Spectrum Regulation (available at:
https://www.icasa.org.za/uploads/files/Radio-Frequency-Spectrum-Regulations-2015.pdf)

The following flow charts indicate the process of populating and updating the frequency register, as well as the
steps to follow to ensure that equipment that is to be used on site is approved to be added to the register.
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4.5 METHODOLOGY FLOW OF RECORDING ENTRIES IN THE FREQUENCY REGISTER

Frequency Spectrum Management Plan

Generate a Frequency Register of all the
current systems implementing intentional
RF transmitters on site

A 4

New System or Existing /1

System
Follow the Steps in
the ICASA 1 No Does it have ICASA Yes ﬁ{.ecglrdrfhe System
Approval Flow A Approval? > Inthe rrequency
Chart - Fig.2 Register

Follow the Steps in

Has a Risk Assessment been

the Risk
© RIS conducted according to the RA Flow
Assessment Flow Chart in Figure 3
Chart - Fig.3

Maintain and Update the
> Frequency Register
Regularly

Figure 1 - System Overview Flow Chart
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4.6 METHODOLOGY TO ACQUIRE APPROVAL OF A NEW SYSTEM/TECHNOLOGY

For a new system/technology to be used at a mine, there are three main compliance scenarios to investigate.
Follow the instructions in Figure 2.

e Does the new system have a CE mark only?
e Does the new system have a CE mark as well as ICASA approval?
e Isthe system a new development? (Neither CE mark nor ICASA Approval)

Introduction of a new
System/Technology

CE Mark + ICASA > CE Mark Only »New Development (No
Approval? No No E mark or ICAS
Approval)
Yes
Yes

Conduct RF, EMI and

Apply for ICASA Approval
bply for pprov Safety tests

No

w‘ Approved?
Do a Risk Assessment J‘ Yes

Y

Record the new system in
the frequency register and
use as intended.

Figure 2 — ICASA Approval Flow Chart
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5. ICASA — REGISTRATION COSTS AND TIMELINES

5.1 ICASA APPROVAL FOR ABOVE AND BELOW GROUND MINING EQUIPMENT

It is stated in the Electronic Communications Act (ECA) 36 of 2005 [8] (available at:
https://www.gov.za/sites/default/files/gcis_document/201409/a36-050.pdf) that no product used or manufactured
in South Africa may cause intentional or unintentional RFI or EMI to existing electrical/electronic equipment. Thus,
all intentional transmitters used at a mining site (above or below ground) must have either an ICASA Type-
Approval or an ICASA Spectrum License. This will ensure that an accurate and reliable frequency register is
maintained.

The ECA of 2005 states the following:

CHAPTER 6
TECHNICAL EQUIPMENT AND STANDARDS
Approval of type

35. (1) No person may use, supply, sell, offer for sale or lease or hire any type of
electronic communications equipment or electronic communications facility, including 5
radio apparatus, used or to be used in connection with the provision of electronic
commumnications, unless such equipment, electronic communications facility or radio
apparatus has, subject to subsection (2), been approved by the Authority.

(2)The Authority may prescribe—

fa) the types of equipment, electronic communications facilities and radio 10
apparatus, the use of which does not require approval where such equipment,
electronic communications facilities and radio apparatus has been approved
for use by the European Telecommunications Standards Associations or other
competent standards body where the equipment complies with type approval
standards prescribed by the Authority; and 15

fb) circumstances under which the use of equipment, electronic communieations
facilities, radio apparatus and subscriber equipment does not require approval,
including uses for research and development, demonstrations of prototypes
and testing.

The act was then amended in 2014 to read as follows (the document can be sourced from:
https://www.icasa.org.za/legislation-and-requlations/electronic-communications-act-2014):

Amendment of section 35 of Act 36 of 2005

17. Section 35 of the principal Act is hereby amended by the substitution for
subsection (1) of the following subsection: 30

(1) No person may possess, use, supply, sell, offer for sale or lease or hire any

type of electronic communications equipment or electronic communications

facility, including radio apparatus, used or to be used in connection with the

provision of electronic communications, unless such equipment, electronic
communications facility or radio apparatus has, subject to subsection (2), been 35

approved by the Authority.”.

Thus, all electrical/electronic equipment that include wireless transceivers and is intended to be used in South
Africa (above or below ground) requires approval from ICASA.

5.2 THE ONUS OF APPROVAL

When a mining organisation sources the electrical/electronic equipment locally, the onus to have the product
ICASA approved is on the supplier of the product.

If the product is sourced internationally, the onus may be on the mine (as buyer or importer of the technology) or
the supplier to ensure that the equipment is approved by ICASA for use in South Africa. This includes any
equipment that is to be used above or below ground. ICASA states the following on its website as guidance on
responsibilities:
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Any Equipment used or to be used in connection with the provision of electronic communications, unless explicitly exempted by the Authority, is
subject to Type Approval by the Authority.

Applications for Type Approval can be submitted by any of the following parties:

1. Manufacturers;

2. Importers;

3. Distributors; and

4. Any South African registered company

The Type Approval Certificate will only be issued to South African registered companies. Therefore, details such as company registration number,
physical and postal addresses, contact persons and telephone numbers are required in terms of the applicable application form.

The following information pertaining to exemptions from type approval is also available on the website:

EXEMPTIONS

Local and foreign entities that are involved in the provisioning of electronic communications services may apply for exemption from Equipment
Type Approval during the hosting of special events. ICASA will accept test reports of the relevant European standards, provided the testing has
been performed at an accredited test facility. An accredited test facility is a laboratory or a test house that is continuously being checked by the
national accreditation bodies in their countries for, among other things, compliance with ISO 17025 requirements and the qualifications of
personnel conducting such tests. Normally such a routine check is done once a year. Updated information is normally obtained from national
bodies.

» All applicants must show that the equipment conforms to the relevant technical standards as specified in the Official List Standard
regulations, No. 32885, published by ICASA.

« All exempted equipment will be granted with a special permit and all such equipment must be clearly marked with an ICASA sticker in order
to differentiate them from illegal users. ICASA will issue the relevant sticker.

+ Type approval does not expire and the equipment can be used again in future without the need for another application for type approval.

5.3 HOW TO APPLY FOR ICASA APPROVAL

To register a new product at a new frequency with ICASA, first determine if the system requires a Spectrum
License or a Type Approval. If the frequency band of operation of the new system does not form part of the ISM
(Industrial, Scientific, Medical) frequency bands, which are listed in the Radio Frequency Spectrum Regulations
document (available at:  https://www.icasa.org.za/uploads/files/Radio-Frequency-Spectrum-Regulations-
2015.pdf), then a Spectrum License will be required from ICASA. If the frequency band of operation of the new
system is listed in the Radio Frequency Spectrum Regulations document (ISM Frequency Bands), then a Type
Approval from ICASA is in order.

Follow the steps on ICASA’s website apply for the specific license that is required for the new system. Appendix
C lists the technical information required by the website to apply for Type Approval. To ensure a successful
application, gather the needed information (as in the appendix) before attempting to start the process on the
website.

5.4 FEES

The following is an indication of the fees that is associated with ICASA applications per piece of equipment at the
time of the compilation of this document. As such, it should be noted that the fees are subject to change.

e Type Approval for RF equipment — R5516 per application
e Spectrum License — R2758 Unit Price per MHz Paired.

The turnaround time per application is 30 days per revision. Thus, the total application approval time is dependent
on the number of queries returned on your application by ICASA.

6. FREQUENCY RISK ASSESSMENTS

A risk assessment must be conducted on all frequencies that is intended to be used on the mine site (all systems
recorded in the Frequency Spectrum Plan or Frequency Register). The mine needs to appoint an individual that
will be responsible for conducting the risk assessments. This person should either be the same one as would be
responsible for the frequency register, or should work closely with such individual(s) to ensure that the register is
adapted as needed together with the performance of risk assessments.
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Note that no frequency recorded in the Frequency Register may have a maximum EIRP (Effective Isotropic
Radiated Power — Transmit Power) of above 500mW for underground mines based on the ME-02-2003 Document
[9], regardless of the allocation in the National Frequency Spectrum Regulation.

Use the following steps (as shown in Figure 3 - Risk Assessment Flow Chart) as a guide to conduct a Risk
Assessment on a new or existing system:

Determine if the frequency band of operation and EIRP of the system is within specified regulations
stipulated by ICASA.

Use the operating frequency and EIRP of the system in the FRIIS formula to calculate the field strength
in the direct vicinity of the system (note that an Excel document with the formula pre-entered to conduct
these calculations will be provided).

The transmitted field strength of the system can be used to determine the separation distance between
systems to avoid unwanted interference.

Evaluate the installation/location where the system will be used and determine the likelihood that the
system will cause interference with existing systems in the area.

Issue a Permit for the system to be temporarily installed or used on site.

Conduct an on-site evaluation of the system to determine if a CoC can be issued.

*Permits authorise the use of electrical/electronic equipment on site for a limited amount of time.
*CoC authorises the use of electrical/electronic equipment on site permanently.
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Risk Assessment Flowchart

!

Yes No

Is the Frequency band and
technology recorded in the
Frequency Register?

( Follow the steps in the ICASA

h 4 k Approval flow chart from Fig. 2

Analyze the inter-system RFI/EMI risk at the W‘
installation location using the FRIIS formula. J‘

Are there any apparent
risks after the
assessment?

No

Issue a Permit to allow
the new system to be v
installed on site

Mitigation
v . Change the frequency of operation
Conduct a field test to confirm that : Ir_1cr'ease the dls_tance to_ the nea.rESt
) victim (Change installation location)
there is no RFI caused by the new « Initiate further investigation to mitigate
system RFI

Permanent Issue a CoC

Installation?

Use in accordance with the issued
Permit

Figure 3 - Risk Assessment Flow Chart
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6.1 HUMAN RISK = ICNIRP LEVELS

The International Commission of Non-lonizing Radiation Protection (ICNIRP) is a scientific organisation that
researches and determines limits for human exposure to electric, magnetic and electromagnetic fields.

The ICNIRP safety levels are illustrated below. If any electrical/electronic equipment emits/transmits below these
levels at that specific frequency, it poses a negligible risk to human safety. Note that, if an electrical/electronic
device has been tested and type approved by ICASA before its sale or use, then its emissions would be below
the ICNIRP limits of electric and magnetic field exposure.

Health Physics April 1998, Volume 74, Number 4
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7. CPS SYSTEMS USED FOR TMM’S IN THE MINING INDUSTRY

7.1 LIST OF TECHNOLOGIES TYPICALLY USED IN SOUTH AFRICA WITH THEIR RESPECTIVE
OPERATING FREQUENCIES

Table 1 - CPS Technologies with Operating Frequencies

Area of Operation Technology Frequency EIRP
Above Ground GPS 1215-1260MHz Rx* Only
1563.42-1587.52 MHz | Rx* Only
Al Cameras 2.4-2.483GHz 100mw
5.150-5.350GHz 200mw
Below Ground RFID 70-119 kHz 42dBUA/m @ 10m
applications 119-135 kHz 72dBUA/m @ 10m
13.553-13.567 MHz 60dBuA/m @ 10m
865-868 MHz C*1,2,3: 100mwW
865-868 MHz C*4,7,10,13: 2W
865-868 MHz C*5,6,8,9,11,12,14,15: 500mwW
915.2-915.4 MHz 100mW (Passive Tags Only)
915.4-919 MHz 4 W
919.2-921 MHz AW @ 920MHz
Above or Below Ground | Radar 915.1-915.2 MHz 25mw
1215-1300 MHz Spectrum Approval Dependant
2.7-2.9 GHz Spectrum Approval Dependant
5.57-5.65 GHz Spectrum Approval Dependant
24.05-24.25GHz 100mwW
Lidar 331.49 THz Outside the Microwave Frequency
193.55 THz Band.

*C — Channel
*Rx — Receive

All technologies/systems that implement intentional transmitters/transceivers, used in South African mines, must
be limited to transmit power or 500mW, even if the specified band of operation states otherwise. This is stated in
the ME-2-2003 document [9]. The ME-2-2003 document discusses the use of radio transmitter frequencies and
radiated power transmitted by equipment used in underground mines. A new version of the document was
submitted for review and approval, but it is still marked as a draft document and has not yet been approved.

There are three ITU regions in the world, numbered as ITU Regions 1, 2 and 3. Each region has their own
frequency band allocation and contains different countries which in turn can have their own regulatory body that
regulates the frequency spectrum allocations. ICASA is the regulating body that regulates the frequency
allocations in South Africa. Below is a map showing the ITU regions:
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Figure 6 - ITU Regions of the World

When considering the acquisition of a new system/technology from a different country (other than those specified
under ITU Region 1), then the new system must comply to the allocated frequency band in South Africa. ICASA
will have to approve the use of the new system in South Africa (Either Type Approval or Spectrum License).
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8. VEHICLE TO ANYTHING (V2X)

V2X refers to a set of communication standards that enable vehicles to communicate with their surroundings,
including other vehicles, pedestrians, infrastructure and the Internet. The two main V2X technologies used are:
Dedicated Short Range Communications (DSRC) and Cellular-V2X.

Both the listed technologies operate in the frequency range of 5.85GHz — 5.925GHz. DSRC is based on the IEEE
802.11p standard. C-V2X is based on the 3GPP Standard and uses Mobile Cellular communications to enable
V2X technology to operate correctly.

The frequency band (5.85GHz — 5.925GHz), is a dedicated band specified by ICASA and the Radio Regulations
for ITU regions 1, 2 and 3 to be:

Table 2 - 5.85GHz - 5.925GHz Band Allocation for ITU Regions 1,2 and 3

ITU Region 1 (South Africa) ITU Region 2 ITU Region 3

FIXED FIXED FIXED

Fixed Satellite Fixed Satellite Fixed Satellite

Mobile Mobile Mobile
Amateur Amateur
Radio Location

* FIXED means radio communications between fixed locations, such as buildings that don't move as opposed to mobile
communications

The abovementioned frequency band is not specified in the Radio Frequency Spectrum Regulations 2015, thus
if a new V2X technology is proposed to be used in this frequency band it will be subject to a spectrum approval
license from ICASA.

9. CONCLUSION AND RECCOMENDATIONS

A frequency register or frequency spectrum management plan is a necessity for any mining organisation to
function optimally. Sources to ease the process of compiling a register and conducting risk assessments will be
provided with the document, including a template for a frequency register and an Excel sheet that would ease the
calculation of field strength for inclusion in frequency risk assessments to ensure compliance with all the
necessary regulations.

For additional information regarding EMC testing, methodology and capable laboratories, refer to the EMC test
methodology document.
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10. ANNEX A: ME-2-2003 DOCUMENT

ME-2-2003

Enquines: F Wilmans
Tel: 012 317 9117

Chief Inspector of Mines Ms Hermanus

Chief Director: Other Mines, Mine Health and Mine Surveying Mr Mojapelo

Coal, Offshore and Mine Equipment Mr Zondi
Gold, Platinum and Mine Safety Mr Botha
Director: Occupational Hygiene Mr Rowe
Mine Surveying (Acting) Mr Loggenberg
Occupational Medicine Dr Chaju
Mine Equipment Mr Wilmans
Mine Safety Mr Mdiweni
Management Support and Intemal Control Mr Doyle
Principal Inspector: Gauteng (Mr Erasmus) 011 339 6910
KwaZulu-Natal (Mr Dube) 034 218 1365
Western Cape (Mr Smith) 021 419 6260
Northern Cape (Mr Klopper) 053 830 0827
MNorthwest (Mr Moagi) 018 462 9039
Morthern Province (Mr Kent) 015 291 1757
Free State (Mr Dow) 057 352 2270
Mpumalanga (Mr Msiza) 013 690 2390
Eastern Cape (Mr McLoughling 041 585 9097

CONTROL OVER THE USE OF RADIO FREQUENCIES AND RADIATED POWER
TRANSMITTED BY EQUIPMENT USED IN MINES

The use of wireless communication and control systems in mines is rapidly increasing.
Wirgless technology improves productivity but could also pose a risk to the health and
safety of persons. Unintended detonation of explosives and equipment malfunction
incidents have heen reported due to electromagnetic interference from hand held two-way
radios, cellphones, remote control units for motor vehicle central lockingfimmobilisers and
automatic doors and gates.

Equipment such as tag readers, leaky feeder radio communication systems, cellphones,
two-way radios, radio confrolled continuous miners, overhead crane control, locomotive
controllers and shaft E-cams communication systems are using a variety of carrier
frequencies up to 2.4 Giga Herz and are now in operation in mines. Unintended radio
frequencies may interfere with other electronic equipment such as lockbell systems,
telemetry systems, electronic and electric blasting systems, gas measuring equipment,
instrument data and control loops. The likelihood of an ignition of flammable gas by
means of eleciromagnetic radiation is remote, but possible, as steelwork underground can
provide the “ideal” antenna.
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More research is required to determine the risk associated with radio frequencies prior to
the inclusion of the necessary standands and legislation for the mining industry.

As an interim measure until a South African Mational Standard has been developed the
maximum transmitted power of wireless transmitters and celiphones usad in mines must
be limited to 500 milli Watt. Only infrinsically safe type ia cerified cellphones and two-
way radios may be used in a hazardous location.

Mines using radio transmitting equipment in excess of 500 milli Watt radiated power must
carry out a risk assessment in order to motivate the continued use of such eguipment
taking into consideration the above mentioned risks.

Persons performing blasting operations on surface must ensure that cellphones, wireless
transmitters and remote control units cannot interfere with a hlasting system.

Signed on 26/03/2003

MS M A HERMANUS

CHIEF INSPECTCR OF MINES
2003-03-26

M v e, Al Comrmy O T Lise of Mo ey Ly Fenwar Try ar £ ST
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11. ANNEX B: DRAFT DOCUMENT - MS-2-2010

1 MS-2-2010

Enguiries: X Mbonambi
Tel: 012317 8451

Unit Heads: Regional Operations - Coal
Regional Operations — Gold and Platinum
Regional Operations — Other Mines
Support Services Lnit
Technical Support Unit

Policy Unit

The Principal Inspector: Gauteng 011 338 6810
Fowalulu-Matal 031 333 24203
Western Cape 021 418 6280
Morthem Cape 053 832 5831
Morthwest 018 462 2038
Limpopo Province 015 287 4740
Free State 057 352 2270
Mpumalanga 013 g80 2380
Eastern Caps 041 585 Q08T

Legal Officer: 5 Mdamses

Snr Admin Clerk: Pride Shongwe

CONTROL OVER THE USE OF RADID TRANSMITTER FREQUENCIES AND RADIATED
POWER TRAMSMITTED BY EQUIPMENT USED IN UNDERGROUND MIMES

1. Risks associated with radio transmitting equipment in the mining envircnment

Unintended initiation of eleciric detonators (refermed to as electnc initiators in this document)
and egquipment malfunction incidents in mines have been reporied where the likely cause
has been determined to be electromagnefic interference from hand-held two-way radios,
cellphones, or other radio transmission dewvices.

Wireless systems are being introduced in mines to advance efficient, automated and safer
mining technologies, and this document is intended to provide guidelines to minimize risk to
the health and safety of persons and mine installations that might be caused by use of such
transmission equipment.

Examples of present day wirgless systems are wirebess networks, HSDPA and GPRS
[cellular) systems, tag readers, leaky feeder radio communication systems, two-way radios,
remote wehicular control, radio controlled continucus miners, overhead crane control,
locomotive controllers and shaft cage communication systems, to name a few. Such
wireless communicalion systems using a wanety of camer freguencies up to 2,4 GHz and
above are being miroduced or are waiting to be introduced into mines. The main concem is
that electromagnetic emissions from radio frequency transmitiers and wirgless systems
may interfere with other electronic safety-critical equipment such as lockbel systems,
telemetry systems, electronic and electric blasting systems, gas measuring equipment,
instrument data, control koops and winding or traction equipment. Likelihood of an ignition
of flammable gas by electromagnetc radiation is remote but possible. as underground
steslwork, for example, could provide an effective antenna leading to sparking.
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2 MS-2-2010

2. Minimizing the risk of interference between radic transmitting devices and other mine
electronics

Prevention of electromagnetic interference between two pieces of electronic equipment is
achieved through electromagnetic compatibdity (EMC) testing and compliance. |deally both
the transmitter and nearby mine elecirical and electronic equipment should both have been
tested for compatibility. Whilst standards for such testing have been in existence for many
years, testing to these standards has only recently been made mandatory or will siill
become mandatory as directed by the Independent Communications Autherity of South
Africa’. Emission testing in 2.1 and 2.2, below. s reguired and although susceptibility testing
in 2.3 = not yet compulsory it is strongly recommended that such testing be specified in
the procurement of new mine electronic equipment:

2.1. Spuricus emissions from any new electronic eguipment destined for use on mines
should comply with the requirements appropriate o the type of equipment. as given in
the standards listed i reference 1. SAMS 2117, SANS 215" or SANS 222 are the
most likely tests to be applicable in the mining environment. Emission Bmits for
industnal and commercial establishments are applicable.

2.2 Radio communications eguipment and other wireless systems should be guided by the
reguirements of the Electronic Communications Act, Mo, 38 of 2005 embodying the
South African Table of Frequency Allocations™ (SATFA). Licence exemptions™ are
nomally seught in terms of section 31(3) of the Act Should it be necessary to utlize
equipment underground that is not compliant with SATFA reguirements, exemption
from this mining directive may be applied for iogether with a motivation and appropriate
risk assessment

2.3 Any new elecirical or electronic system for use in the mining environment, particularky
systermns handling any safety-critical funetion ineluding, for example, communication,
information or data transfer or conirel should be tested for immunity to electromagnetic
interfersnce, using appropriate test standands Bsted in reference 1. Typical compliance
tests would include an appropriate selection of SANS 81000-4-2734/5%8/8 and 117
standards. Annex 1 to this document lisis preferred test levels and performance
critena.

2.4 Equipment and systems for firng electric initiators should comply with appropriate tests
from the EMC test provisions in SAMS53T03-26-2008™ Annex A. Systems for firing
electronic initiators should additienally comply with SANS1717-1:2005" Clause 5.3 Test
for the electromagnetic compatibiity of EDD's (electronic delay detonators) and blast
initiation systems.

3. Maximum power limit for radio transmitters and necessity of risk assessment

This Directwe seis the maximum effective radiated power™ (ERP) for any wireless
communication system in mines at 300 millwatts.

Where mines are already using. or planning to use, wireless communications systems that
exceed 500 milliwats ERP, a risk assessment should be performed to determine control
measures that may be required in the use of that communication system in the proximity of
any critical and safety-critical systems.

Caution in specifying operating power levels i advised and the minimum power level
consistent with reliable operation for the applicaton = strongly advised. Where radio
transmitter exclusion zones are necessary, these must be effectively enforced.

Radic transmitter exclusion distance from critical electronic equipment is the distance
required to attenuate the signal of a transmitter of known ERF to a lewvel where, as
determined from tests in SAMS G1000-4-3°, the critical equipment remains functional.
Calculation of fizld strength as a function of distance may be performed as in SAMS 7827
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4. Recommendations for the use of radic transmitters in the proximity of electric
initiators
The recommendations in 4.1 and 4.2, below, are general procadures in establishing radio
transmitter exclusion distances from electric initiators. Annex 2 to this document gives an

example of mdio transmitter safety data issved by one South Afncan manufacturer for their
maost sensitive electric infiators.

4.1. Radio transmitter exclusion distance for electric initiators — manufacturers
recommendations

Where available, the recommendations of the manufacturer on radio transmitter usage
in the proxmmity of the specific indiator in use should be diligently obeyed.

4.2 Determining radic transmitter exclusion distance for electric initiators -
procedure

In cases where manufacturers exclesion distance information for radio ransmitiers is
unavailable or where it is inadequate or inappropnate for the intended application, the
following approach to determine safe working distances should be undertaken:

For exclusion distances in the range 8kHz to 80GHz and for radiated powers ranging
from milliwatts to hundreds of kilowatts for both mobile and fxed nstallations, an
analysis and risk assessment in accordance with SANS 762-2008™ should be
executed to determine safe working distances from a particular radio frequency source
and for other safety measures required. From the manufacturers specification of the
sensitivity of the ebzctric initiator to be used, an initiator with matching or similar
sensitivity listed in Table 1, page 14 of SANS V&2 should be used for the assessment.

Mote: I the transmitter power to the antenna (not ERP in this case) is less than the
power required to fire a parbicadar initiator, this may be recorded as a case where there
is insignificant sk of initiation.

3. Electronic initiation systems

Electronic detonators and initiation systems approved for use in South Africa must mest
stringent EMC requirements"' and the risk of iitiation by radic signals is minimal. In all
cases the manufacturers recommendations for wse in the presence of radio fransmissions
should be obsenved.

6. Misfired initiators

Any misfired, damaged., expired lifetime or otherwise non-conforming
glectriclelectronic initiators must be regarded as unsafe in the presence of radio
transmitters. Precautions must be taken to ensure that any such initiator bound for
destruction or return are subjected to minimal radio frequency exposure.

T. Hazardous locations

Only intrinsically safe IS type cerlified wireless equipment, including cellular phones and
teo-way radios, may be used in a hazardous lecation.

Motwithstanding the power limit of 500 mW earlier in this document, an assessment in terms
of BS 6856 shoukd be undertaken to determine site-specific power limits and other
resfrictions on the use of radios in that hazardous kocation.
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B. Spectrum management: Maintaining a radio frequency {RF) register

An increasing number and varety of radio and wireless communication systems are being
used in undenground mining operations to mprove safety, communication and efficiency.
As many of these new wireless systems must communicate safety-critical data reliably. it is
necessary to manage the radio frequency spectrum in mines to ensure that muteally
compatible systems are used in all areas.

Mines are thus required to keep an RF Register of all transmitting devices used on the mine
[This list is to include wirgless systems used for the IT nfrastructure). A typical list should
include the followmng basic mformation:

Wirzless | Mamufacthurers Supplier ICASA 3 ' Arey of Mefloduiation Fower ERF!
wnit: approved? | mobile L= Type satting | amt=nns
el

9. Other concerns

Persons performing blasting operations must ensure that cellphones. radios and other
transmitting devices are outside the radio fransmitter exclusion zone for the blasting system
and initiabors.

Signed on:

CHIEF INSPECTOR OF MINES

10_ References

! Natice 215 of 2008 Govermment Gazetis o, FIT53, 7 Febniary 2003. Mollce of Intetion o make reguiations In
of fechnical standands for elecironic: communications equipment.
¥ 5ANS 211 CISPR 11 Indusirial, scientific and medical {E5M) radio-fequency eguipment - Elacinomagneic
disturipance characheristics - Limits and memods of measurement.
"MSEIECISP‘H15UMMWWWMHMGHWMWQWIEMHQ
and simikar equipment
“mmuspﬁﬂmmmwmmmm-mummm-ummmm
MezEsUrEmeEnt
* Motice 300 of 2008, Sovemnment Sazette no. 31254, 22 Juyy 2008. Dran Soum African @bie of frequancy
aliocations [SAFTA)
* Motice 1442 of 2004, Govemment Gazelle no. 25584, 15 July 2004, Souh African table of freguency allocations
ISAFTA).
“ Nodce 432 of 2008, Govermment Gazehis no. 30955, 70 Aprl 2006, Columns A, B and C of the table are
Icabie.
SAMNS E1000-4-2 {IEC 51000-4-2) Electrostati Immunky dschame test
SAMS 51000-4-3 (IEC 51000-4-3) Radiated, radk frequency, secimomagnetic fiid Immunity test
SANS 61000-4-4 (IEC 61000-5-4) Elecirical Tast ranskentourst Immunity test.
SANS 51000-4-5 {IEC §1000-5-5) Surge Immunity best,
SANS 51000-4-5 {IEC 61000-2-5) Immanity to conduciad disturbances, induced by radio-frequency fieids.
SANS 51000-4-5 {IEC §1000-5-5) Power frequency magnetic feid iImmunky est
SANS 51000-4-11 [IEC §1D00-4-11) Vioitage dips, shori Inbemuptions and voltage varlations Immunity est
h‘m&:ﬁ'ﬁ-z&:mﬂﬂWMWIW—MNMPIEZMM.WM.H
requiremerts Tor devices and accessones Tor neliable and safs Tuncion of elonanors and relays Annex A
Elecimmagneic compatiolity and Inteference tesing.
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* SANS1T17-122005 The design of detorator Intiation systems for use In mining and civl blasing applications
Pari 1: Elecimnk: Infation systems Clause 5.3 Test for The aleciromagneic compatiolity of EDDs and biast infation
g

“Goverment Gazette, 30 July 2002 Mo. 23535 page 450 The madmum effzchive raflated power. In the case of an
omni-glractional amenna it ks the maxdmum effizctive Rdatad power In any drection. In e casa of 3 drectional
antenna i s e effective radiated power In the dirsction of maxdmum gain. The ERF 15 specifed In watts (V).
“SANS TEZ-2006 (BS 6557 2002) Assessment of Inadvertent Infiation of bridge wire slecto-expiosive devices by
radia freguency rRdlation — Gulde. Clause 9.4.3 - Calculation of effective fieid sirength.

@ EAMNE '.'62:2:-];&53 GEST-2002) Assessment of inadwertent Inflation of bridge wire electro-explosive devices by
radio frequency radlation — Guite

“BSEESE2002 Assessment of Inadverient igniion of lammaia aimospherss by rado-frequency radiaton. Guids

ooodi0ooo

5] M5-2-2010

AMMNEX 1

Table 1 lists the test levels for the tests Iisted in Clause 2.3, above that might be ndicated by
risk assessment for equipment to be used in a safety-critical application. Test levels increase in
severity from 1 to 4.

Table 2 lists the class of performance in these tests. The actual tests performed and test levels
to be used n Table 2 are determined by risk assessment based on the application and

envirsnment.
EMC test and performance parameters are to be agreed between the manufactwren'suppher and
mine authorty.
Table 1: Test levels
Test Mumber Test Level
SANS 61000-2-2 4
SANS 61000-2-3 3
SANS 61000-2-4 4
SANS 61000-2-5 4
SANS 61000-2-6 3
SANS 61000-56 4
SANS 6100011 Lowest and highest
declared voltages
Table 2: Perfmmance classfcation
ClassMcation Descripbion of Classfication
a Normal performance wiin Imits specified by the manufaciurer, requeston or purchaser
b Temporary 1065 of funcion or degradation of performance which ceasas after me

dishurbance ceases, and from which the equipment undier tas! recovers s nommal

performance, wimout or Interventon;
T poary nCHon or o =3 =3

operaion Intensention

d Los5 Of funciion or Degradaion Of perommance Which |5 not feCOvVEraDie, owing to damage
to hardware or software, of loss of data.

Comment The manufaciurer's specication may define eacts on the EUT which may be consldensd

Insignificant, and therefore accaptabla.

Note that in Class ¢ and Class d it may be difficult to restore functionality in a mine, hence
Classes a or b are prefermed. For safety-crtical functions Class a is prefemed unless othenwise
mndicated in a risk assessment.
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ANMNEX 2

Example of radio transmitter exclusion data taken from AEL material safety data sheet
PSDS D292 for the “Type 07 instantaneous electnc detonator, Clause 3 - Hazard identification.

Radio Exclusion Distance - General Rulas:
After deplayrent, induding connection o 8 blasting direwlt, but not connected o & shot expioder:

A uriform radhs exclusion distance of filteen mebers (18m) from any Besting cireut is recom ménded
for radio equipment rated at 25W or less in the freguency range 100Mbz to 2.5 Ghz (Including eell

phanss].

A two-meter (2m) radio exdusion dstance must be obsanvad for inltialors cofed, packaped and saaled

?-;Et when wsing transmitting equipment rated at 25W or fess in the freguency rangs 100MMr to

(Cal phones and other bwo-way radio communication systers opsrating & up fo 25W in this band
may thus be psed with this exclusion distance when staring and transporting original AEL-packaged
oroduct. )

No exclusion distance & reguired for transmissions of 258 W or less owtslde the 100 MMz to 2.5 GHz
range for inftiators colled, packaged and séaled by AFL.

Radio Exclusion Distance — Application-specific Risk Assessment:
For transmigsion powers and fréguendés not covensd by the general rules, above, o whens sxdusion
distances i the general nles are too lage for & pacticulsr application, & fsk sisessment in
accordance with SANS 782:2008%% & strongly recommended in order to abtaln safe working distances
frovm & particular radio frequency source,

This standard faclitales delsrmination of exdlution distances in the range SkHz to S0GHz and for
radiated powers ranging from millwalts fo hundreds of kilowalts for both mobile and fxed
installations. The sensitivity of the AEL TED sleciric detonatar is equivalent to the "Type 1T slectro-
sxplasive device Neted in Table 1, page 14 of SANS 762,

SECANS FA2:2008 [BSEEET:2002) Sauth African Mabional Standard - Assescrment of insdvertent
initiztion of bridgewine slectro-expiotive devices by radlofrequency radiation - Guide.

Any misfired, demaged, expired [fatime or otherwise non-conforming inibiator must be régarded as
wimale i the presences of radio fransmitters. Precauiions moust be takan fo ansure that any such
initiators, bound for destruction or retumn, are subdectsd to minimal radio frequency expasure.
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12. APPENDIX C: ICASA APPLICATION TECHNICAL REQUIREMENTS
Equipment Details

1. Equipment Category

() Mobile Handsets/Terminal
() RLAN/WLAN

(_) Broadcasting Equipment
() Microwave Radio Links
() Two Way Radios

() Fixed Line Equipment

(_ ) Mobile Network Equipment

() Other

2.Equipment Name

Enter your answer

3. Equipment Model

Enter your answer

4. Type of Technology () Two-way radio tranceiver 'C:' RFID

(::I GSM/IMT-2000 f':-‘," Point-to-multipoint link 'i_:' LTE

() WiMax () Point-to-point link () SRD

'i::' TETRA () Receiver Only 'C:' Model Caontrol

(O DEcT (0) Repeater () Wideband wireless systems
'i::' Satellite () RLAN or WLAN () Wireless Audio Systems

File ID: wpso6s_Frequency_Spectrum_Management_Plan_Rev3.0 Rev 3.0 Page 28 of 31



ITC Services
Frequency Spectrum Management Plan

'C) Wireless Audio Systems (:) LTE UE
(::) Wireless Microphones (:) LTE BS
(:) Paging Systems (':) NR
() Broadcast () as
(:) Inductive loop system (':\) Alarm
() Smart Metering () ANT+
"\:) Telecontral or Telemetering (:) Assistive Listening Devicee (ALD)
(:) Monitoring Equipment (:) BEWA
() Passive Component () BLE
() Gsm () Bluetooth
(C) wcpMmA () BT +BDR
Q) sigfox () WirelessHART

O Transport and Traffic Telematics
() Tvws

() uws
(") vsar () z-Wave

() WLAN
O ZigBee

5.How many frequency bands will the device operate on?

Enter your answer

6. How many Transmitters does the Device have?

Enter your answer

7.How many Receivers does the Device have?

Enter your answer
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CPS

BT BDR/EDR

Galileo

GPS

ITS

LoRa

LoRaWAN

Medical Implant

NB-loT

NFC

) Radar

RLAN
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Technology 1 (Tx only, Rx only or Tx and Rx)

If all the Technologies from the device have been entered, skip the extra entry sections.

8. Name of Technology

Enter your answer

9. Choose the technology operation configuration *

(::) Tx only
() Rxonly
(:) Tx and Rx

Technology 1 Tx and Rx

10. Tx Frequency band upper and lower limits (for example 2400MHz to 2500MHz) - Separate
multiple bands by a comma.

Enter your answer

11.Rx Frequency Bands upper and lower limits.

Enter your answer

12. Indicate the applicable channel spacing for the Transmitter (for example 1 MHz)

Enter your answer

13. Indicate the applicable channel spacing for the Receiver (for example 1 MHz)

Enter your answer
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14. Indicate the Maximum Transmit Power (For Example 1dBm)

Enter your answer

15. Indicate the Receiver Sensitivity Level (dBm)

Enter your answer

16. Indicate the modulation type for the Transmitter

Enter your answer

17.Indicate the modulation type for the Receiver

Enter your answer

END OF
DOCUMENT
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